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ANNEX II + III:
 TECHNICAL SPECIFICATIONS + TECHNICAL OFFER
Contract title: Purchase of photovoltaic sensors for detecting fire – Bar Municipality
p 1 /…
Publication reference: CFCU/MNE/221 (Budget Line 3.3.1.2) Tender no 1
Columns 1-2 should be completed by the contracting authority

Columns 3-4 should be completed by the tenderer

Column 5 is reserved for the evaluation committee 
Annex III - the contractor's technical offer

The tenderers are requested to complete the template on the next pages: 

· Column 2 is completed by the contracting authority shows the required specifications (not to be modified by the tenderer), 

· Column 3 is to be filled in by the tenderer and must detail what is offered (for example the words ‘compliant’ or ‘yes’ are not sufficient)  

· Column 4 allows the tenderer to make comments on its proposed supply and to make eventual references to the documentation

The eventual documentation supplied should clearly indicate (highlight, mark) the models offered and the options included, if any, so that the evaluators can see the exact configuration. Offers that do not permit to identify precisely the models and the specifications may be rejected by the evaluation committee.

The offer must be clear enough to allow the evaluators to make an easy comparison between the requested specifications and the offered specifications.
	1.

Item number
	2.

Specifications required
	3.

Specifications offered
	4. 
Notes, remarks, 
ref to documentation
	5.

Evaluation committee’s notes 

	Nr. 1
	Server (1 pc.)


The server will be used to run software that will detect fires and record video from the installed cameras.
· Model: 
Rack mountable, 2U. To include the necessary rails and accessories for rack mounting.

· Processor: 
2 x Processor, min 16 cores with min. 30000 points per CPU according to the benchmark published at http://www.cpubenchmark.net.

· Memory (RAM): 
≥ 128 GB DDR4 ECC – expandable up to at least 1.5 TB.

· Controller: 
SAS/SATA RAID controller with 1GB of cache memory and support for RAID 0, 1, 10, 5.

· HDD: 
2 x min. 480GB SSD 2.5in;
12 x min. 2TB HDD 10K.

· NICs: 
Min. 4 1Gb Ethernet ports;
Min. 10GbE SFP+ ports.

· Supported OS: 
Windows Server, Linux, Wmware etc.

· Power Supply: 
Redundant, Hot Plug.

· Others: 
Fiber Optic Cable, 4 pieces, multimode, LC-LC, 2 meters.

· Warranty: 
3 years and technical support included by the manufacturer.

· Management: 
Dedicated network port for management (including licenses if needed) for centralized server management.

	
	
	

	Nr. 2
	Fire Detection Software (Main Lic & Site Lic) (1 pc.)


· Key functions: 

Detect signs of fire in real time based on automatic image analysis;

Detect fire automatically 10km away (manual mode up to 20km away);

Recognize fire during day and night (24/7);

Connect to PTZ cameras;

Storage all images related to fire detection alarms;

Manual system alarm parameters.


· Storage: 
Unlimited recording database, limited only by disk space;
Retention can be limited per camera to conform to local legal requirement;
Failover recording on devices with SD card when connection is lost unexpectedly.

· Remote access:
Client application for Windows;
Mobile app for iOS and Android;
Secure remote access for secure remote connectivity.

· Multi-server system:
Clients can connect to multiple servers simultaneously.

· Alert tabs:
Receive system alarms and alerts from action rules;
Links to alarm recordings are also provided.

· Security:
Multiple user access levels with password protection using local or Windows domain users (Active directory);
HTTPS protected connection between the server and devices;
AES-256 encrypted connection between server and client;
All connections support TLS 1.2.

· Event actions:
Various actions including record, raise alarm, send email, live view, set output, send HTTP notification and access control.

· Event log:
Alarm, event and audit logs.

· Video compression:
H.264 (MPEG-4 Part 10/AVC) Baseline, Main and High Profiles;
H.265 (MPEG-H Part 2/HEVC) Main Profile;
MPEG-4;
Motion JPEG.

· Video streaming:
Multiple, individually configurable streams in H.264, H. 265 and Motion JPEG;
Controllable frame rate and bandwidth;
H.264/H.265 for continuous recordings.

· Resolution:
Supports all camera resolutions up to 20 megapixels including 4K Ultra HD.

· Frame rate:
Up to 180 fps per camera for the Windows client;
Up to 60 fps with 1080p and 30 fps with 4K for the mobile app on iOS and Android.

· Pan/Tilt/Zoom:
Control of PTZ and dome cameras using mouse, keyboard or joystick;
Area zoom for network cameras;
Programmable hotkeys;
Support for PTZ priority.

· Live view:
Flexible live view configuration, corridor format, multiple monitors, hot spot, camera/view sequence, site maps, web page, digital PTZ, dewarp, onscreen control and action buttons.

· Recording playback:
Search for recordings based on camera, date and timeline visualization, smart search, bookmarks, locking of prioritized recordings;
Up to 64x or frame by frame;
Up to 36 cameras synchronized playback;
Single images in JPEG format.

· Recording export:
Manual and scheduled export;
Digital signature on exported recordings, standalone player;
Video redaction before exporting to protect third-party privacy;
Password protection when exporting;
Export to ASF, MP4 and MKV.
	 
	
	

	Nr. 3
	PTZ Camera (1 pc.)


· Image sensor:
1/2.8” progressive scan CMOS.
· Lens:
4.25–170mm, F1.6–4.95;
Autofocus, auto-iris.
· Day and night:
Automatically removable infrared-cut filter.
· Minimum illumination:
Color: 0.15 lux at 50 IRE, F1.6;
B/W: 0.003 lux at 50 IRE, F1.6.
· Shutter speed:
1/11000 s to 1/3 with 50 Hz.
· Pan/Tilt/Zoom:
Pan: 360° endless, 0.05°–450°/s;
Tilt: 220°, 0.05°–450°/s;
Zoom: 40x optical, 12x digital, total 480x zoom;
256 preset positions, tour recording (max 10, max duration 16 minutes each), guard tour (max 100), control queue, on-screen directional indicator, orientation aid PTZ, set new pan 0°, adjustable zoom speed, focus recall. 

· Memory:
1024 MB RAM, 512 MB Flash.
· Compute capabilities:
Machine learning processing unit (MLPU).
· Video compression:
H.264 (MPEG-4 Part 10/AVC) Baseline, Main and High Profiles;
H.265 (MPEG-H Part 2/HEVC) Main Profile;
Motion JPEG.
· Resolution:
HDTV 1080p 1920x1080 to 320x180.
· Frame rate:
Up to 50/60 fps (50/60Hz) in HDTV 1080
· Video streaming:
Multiple, individually configurable streams in H.264, H.265 and Motion JPEG;
Controllable frame rate and bandwidth;
VBR/ABR/MBR H.264/H.265.
· Image settings:
Manual shutter time, compression, color, brightness, sharpness, white balance, exposure control, exposure zones, fine tuning of behavior at low light, rotation:  0°, 180°, text and image overlay, polygon privacy masks, electronic image stabilization (EIS), freeze on PTZ, automatic defog, backlight compensation, scene profiles;
Wide dynamic Range (WDR): Up to 120 dB depending on scene, highlight compensation.
· Security:
IP address filtering, HTTPS encryption, IEEE 802.1x (EAP-TLS) network access control, user access log, centralized certificate management, secure keystore (CC EAL4 certified), TPM (FIPS 140-2 certified).
· Network protocols:
IPv4, IPv6 USGv6, ICMPv4/ICMPv6, HTTP, HTTP/2, HTTPS, TLS, QoS Layer 3 DiffServ, FTP, SFTP, CIFS/SMB, SMTP, mDNS (Bonjour), UPnP®, SNMP v1/v2c/v3 (MIB-II), DNS/DNSv6, DDNS, NTP, NTS, RTSP, RTP, SRTP/RTSPS, TCP, UDP, IGMPv1/v2/v3, RTCP, ICMP, DHCPv4/v6, ARP, SSH, NTCIP, LLDP, CDP, MQTT, Secure syslog (RFC 3164/5424, UDP/TCP/TLS), Link-Local address (ZeroConf).
· Application Programming Interface:
Open API for software integration;
ONVIF® Profile G, ONVIF® Profile S and ONVIF® Profile T, specification at onvif.org.
· Event conditions:
Device status: above operating temperature, above or below operating temperature, below operating temperature, fan failure, IP address removed, network lost, new IP address, shock detected, storage failure, system ready, within operating temperature;
Edge storage: recording ongoing, storage disruption;
I/O: digital input, manual trigger, virtual input;
PTZ: PTZ malfunctioning, PTZ movement, PTZ pre-set position reached, PTZ ready;
Scheduled and recurring: scheduled event;
Video: live stream open.
· Event actions:
Day/night mode, overlay text, video recording to edge storage, pre- and post-alarm video buffering, send SNMP trap;
PTZ: PTZ pre-set, start/stop guard tour;
File upload via FTP, SFTP, HTTP, HTTPS network share and email;
Notification via email, HTTP, HTTPS and TCP;
MQTT publish.
· Object Analytics:
Object classes: humans, vehicles;
Trigger conditions: line crossing, object in area, time in area;
Up to 10 scenarios;
ONVIF Motion Alarm event.
· Metadata:
Object data: Classes: humans, faces, vehicles, license plates
Confidence, position;
Event data: Producer reference, scenarios, trigger conditions.
· Applications:
Support for enabling installation of third-party applications.
· Edge security:
Software: Signed firmware, brute force delay protection, digest authentication, password protection, AES-XTS-Plain64 256bit SD card encryption;
Hardware: Secure boot, cryptographic compute module with secure keystore (CC EAL4+, FIPS 140-2 level 2 certified hardware protection of cryptographic operations and keys).
· Network security:
IEEE 802.1X (EAP-TLS), HTTPS/HSTS, TLS v1.2/v1.3, Network Time Security (NTS), X.509 Certificate PKI, IP address filtering.
· Casing:
Metal casing (aluminium), polycarbonate (PC) clear dome, sunshield (PC/ASA).
· Sustainability:
PVC free.
· Storage:
Support for SD/SDHC/SDXC card;
Support for SD card encryption;
Support for recording to network-attached storage (NAS).
· Operating condition:
With 30 W: -20 °C to 50 °C (-4 °F to 122 °F);
With 60 W: -50 °C to 50 °C (-58 °F to 122 °F);
Intelligent camera heating technology: Start-up as low as -40 °C (-40 °F);
Humidity 10–100% RH (condensing).
· Storage conditions:
-40 °C to 65 °C (-40 °F to 149 °F);
Humidity 5–95% RH (non-considering).
· Approvals:
EMC;
EN 55032 Class A, EN 55035, EN 61000-3-2, EN 61000-3-3, EN 61000-6-1, EN 61000-6-2, EN 55024, FCC Part 15 Subpart B Class A, ICES-003 Class A, VCCI Class A, RCM AS/NZS CISPR 32 Class A, KCC KN32 Class A, KN35;
EN 50121-4, IEC 62236-4.
· Safety:
IEC/EN/UL 60950-1, IS 13252;
IEC/EN/UL 60950-22, IEC/EN/UL 62368–1.
· Environment:
IEC/EN 60529 IP66/IP67, NEMA TS 2 (2.2.7-2.2.9), IEC 62262 IK10, ISO 4892-2, EN 50121-4, IEC 62236-4, IEC 60068-2-1, IEC 60068-2-2, IEC 60068-2-6, IEC 60068-2-14, IEC 60068-2-27, IEC 60068-2-60, IEC 60068-2-78, NEMA 250 Type 4X.
· Estimated dimensions and weight:
PTZ camera, Ø240 x 280 mm, 4KG.
These dimensions are only estimates, and they may differ based on manufacturer. The tenderer is to state the exact dimensions of the devices in their offer.

	 
	
	

	Nr. 4
	Industrial Switch (1 pc.)


· Security:
Password protection;
HTTPS encryption;
VLAN.
· Supported protocols:
IPv4, IPv6, HTTP, HTTPS, SMTP, Bonjour, UPnP®, SNMP v1/v2c/v3, DNS, NTP, RTSP, TCP, UDP, IGMP, ICMP, DHCP, ARP, SSH, RADIUS, TACACS+, Syslog, IEEE 802.1X, 802.1Q (VLAN), LLDP, LLDP-Med, STP, MSTP, RSTP, LACP, RRPP.
· Throughput: 
11.9 Mpps.
· Switching capacity:
16 Gbps.
· MAC table:
8 K.
· Jumbo frames:
9216 Bytes.
· Sustainability:
PVC free.
· Environment:
Indoor.
· Input voltage:
48–57 V DC;

48 VDC for PoE IEEE 802.3af (Max. 15.4W) output;

54 VDC for PoE+ IEEE 802.3at (Max. 30W) output;

54 VDC for High PoE (Max. 60W) output.

· PoE class:
Power over Ethernet Plus (PoE+) IEEE 802.3at Type 2 Class 4.
· PoE output:
Up to 60 W per port;
Power budget: 240 W.
· Connectors:
PoE ports;

RJ45 10Base-T/100Base-TX/1000Base-T Mbps (4x);

Data ports/Uplink;

RJ45 10Base-T/100Base-TX/1000Base-T Mbps (2x);

SFP port (2x);

Power;

Power connector port (2x for power redundancy);

Console;

RJ45 (1x).

· Surge protection:
6kV on all network ports.
· Operating conditions:
-40 °C to 75 °C (-40 °F to 167 °F);
Humidity 5–95% RH (non-condensing).
· Storage conditions:
-40 °C to 85 °C (-40 °F to 185 °F).
· Approvals:
EMC;

EN 55032 Class A;

EN 55024;

FCC part 15 Subpart B Class A;

ICES-003 Class A;

VCCI Class A;

RCM AS/NZS CISPR 32 Class A;

EN 50121-4;

EN 61000-3-2, EN 61000-3-3, EN 61000-6-1, EN; 61000-6-2, EN 61000-6-3, EN 61000-6-4;

IEC 62236-4;

Safety;

IEC/EN/UL 60950-1;

Environment;

IEC 60068-2-6, IEC 60068-2-27, 60068-2-31 (Free fall - Procedure 1);

NEMA TS-2-2003 v02.06, subsection 2.2.8 and 2.2.9.


	
	
	

	Nr. 5
	Network Switch (1 pc.)


- Interfaces and Hardware Features:

10/100/1000Mbps RJ45 port
(Auto Negotiation /Auto MDI/MDIX)
≥ 24
SFP port

optionally

Uplink port (copper/fiber) 100/1000Mbps SFP Slots

2-4 / Optional Combo
Combo port
optionally
Console port RJ-45/RS-232/ Type C
1

Rack Installation
19'' Rack Mountable

Nominal Voltage
100~240V AC

Frequency

50/60 Hz

- Performance and Flexibility:

Switching Capacity
≥ 96 Gbps
Throughput

≥ 70 Mpps
Flash Memory
128 MB

RAM
512 MB

Jumbo Frame
optionally

MAC Address Table
16000

Fan
optionally

- Standards:

IEEE 802.3 - 10BASE-T
yes
IEEE 802.3u - 100BASE-TX

yes

IEEE 802.3ab - 1000BASE-T

yes

IEEE802.3z - 1000BASE-X

optionally

IEEE 802.3ad - Link Aggregation

yes

IEEE 802.3x - full duplex on 10BASE-T, 100BASE-TX, and 1000BASE-T ports

yes

IEEE 802.1d - Spanning Tree Protocol
yes

IEEE 802.1s - multi STP

yes

IEEE 802.1w - RSTP

yes

IEEE 802.1q - VLANs

yes

IEEE 802.1x - Port-based Network Access Control

yes

IEEE 802.1p - QoS classification

optionally

IEEE 802.3af - PoE

not

IEEE 802.3at - PoE

not

- Operating System:

Be Oriented to LAN Operations
yes

Have the opportunity to upgrade
yes

- Quality of Service:

Priority Queues
yes

Queue Scheduling

SP, WRR/DWRR

- Layer 2 and 3 Features:

IGMP Snooping
V1/V2/V3
Spanning Tree

STP/RSTP/MSTP

LLDPE
yes

BPDU Filtering/Guard
yes

Loopback detection
yes

802.3x Flow Control
yes

VLAN ID
4k, (Voice VLAN Optional)

Link Aggregation
802.3ad LACP

IPv6 addressing
yes

DHCP/BOOTP, DHCP Snooping, DHCP Option82 for clients
yes

Dynamic ARP inspection (DAI) / Dynamic ARP Protection (DAP)
yes

Speed Limitation
Port/Flow

Policy-Based Routing (PBR)
not

Routing
not

- Safety:

Access Control List
yes

TCP/UDP Ports
yes

DSCP / DiffServ protocol
yes

Authentication
TACACS+, RADIUS, IEEE 802.1X, Port/MAC,

SSH v1/v2, SSL

Storm Control
Broadcast, Multicast, Unicast

- Management:

Web-based GUI and CLI.
yes

RS-232 Console / RJ-45 Console/ Type C
yes

Telnet, SSH
yes

CPU monitoring
yes

SNTP/ NTP
yes

Firmware upgrade
TFTP or Web interface

LED display
optionally

SNMP v1/v2c/v3
yes

SYSLOG
yes


	
	
	

	Nr. 6
	UPS (1 pc.)


MINIMUM TECHNICAL CHARACTERISTICS
UPS rack mount
Type "Type":

To be Rack mount with rack mounting accessories, included
Size: 

Max. 4U

OUTPUT

Power Power”:

1500 VA

Power Factor "Power Factor":

≥0.9
Wave Form "Wave Form":

Sinusoidal

Applied Technology: 

With double conversion (Double Conversion)

Nominal Output Voltage "Nominal Output Voltage":

220-240VAC

Frequency "Frequency":

50 Hz

Output Connectors:

≥ (4) IEC 320 C13;
Automatic and manual bypass:

yes

Emergency Button (EPO):

yes

INPUT
Nominal Voltage "Nominal Voltage":

220 - 240 V AC
Frequency "Frequency":

50 Hz

Automatic Voltage Adjustment "AVR":

yes

BATTERIES

Battery life: 

≥15 min (at full load)
Battery Type / Battery Type

Li-ion

COMMUNICATION & MANAGEMENT

Shutdown Software:
yes

Signaling with LED "Led Indicators":

For all conditions

Audible Indicators:

For all conditions

"Interface" Communication Gateway:

To have a Serial or USB or Ethernet communication interface as well as the relevant communication and monitoring software;

"Protection":

Overload, Discharge, and Overcharge Protection

accessories

Cable for the Main Line "Power Cord":

European

PC Power Cord:

IEC 320 C13 - IEC 320 C14 for all ports

Cable for Data Communication "Data Cable":

(1) DB9 Serial - DB9 Serial or USB - USB

Others

The bidder must ensure the way of connecting the UPS to the electrical network of the building.


	
	
	

	Nr. 7
	Installation materials and costs/supporting equipment (set)


All materials and costs/supporting equipment required for the contractor to install the requested supplies of the Fire Detection System for both locations in the Municipality of Bar:

1) The Radio Diffusion Centre’s radio tower on hill Volujica, where the Observation Point will be located, and
2) The Building of the Protection and Rescue Service of Bar, where the Monitoring Room will be located.
Installation procedure for location 1), Observation Point:


· The camera is to be installed on the existing radio tower in such a way that the dead spot of the tower itself is towards the sea; the camera should be installed at a height of 15m (second platform of the tower), at a total elevation of approx. 150m above sea level.

Additional equipment to be supplied for location 2), Monitoring Station:

· PC Station:
- PROCESSOR i9-: 13th Generation, i9 Processors - i9 Processors - 24 cores (8 performance, 16 efficient), 32 threads, 2.0 GHz base, 5.6 GHz turbo, 36MB cache, DDR5 support, no integrated GPU, LGA 1700 socket;
- RAM: 64GB DDR5 6000MT/s;
- GPU:6GB DDR5 GPU;
- M.2: SSD 2TB SSD: PCIe 4.0 x4 NVMe, M.2 2280, 7,450/6,900 MB/s read/write, 1,400K/1,550K IOPS, 1200TB TBW, V-NAND, AES 256-bit encryption;
- Motherboard: Supports Intel® Core™ 14th/13th/12th Gen, DDR5 7200+MHz (OC), 16+1+1 DRPS, PCIe 5.0, Lightning Gen 4 M.2, USB 3.2 Gen 2x2, 2.5G LAN, Wi-Fi 6E, AUDIO BOOST 5, enhanced thermal design, 6-layer PCB750W power supply;
- Midi Tower: 380mm x 227mm x 342mm (Stand +17mm), 2x USB3.0, Audio-out (AZALIA / HD-Audio), Mic-in, 1x USB Type C (480Mbit/s);

· Monitor:

-Specifications:
30”, Full HD, 60 Hz

· Wireless mouse:

- Dimensions:
Height: 124.9 mm;
Width: 84.3 mm;
Depth 51mm;
Weight: 141 g

- Connect via Bluetooth or wireless adapter.

- Easy-switch:
Connect up to 3 devices and switch between them.

- Sensor:
Nominal value: 1000 DPI;
DPI (Minimal and maximal value): 200 – 8000 DPI (can be set in increments of 50 DPI).

- Buttons:
7 buttons (Left/Right-click, Back/Forward, App-Switch, Wheel mode-shift, Middle click);
Scroll Wheel: Yes, with smart-shift;
Thumb wheel: Yes;
Gesture button: Yes.

- Battery:
Recharheable Li-Po (500 mAh) battery. Three hours of use with one minute of charge.

- Wireless operating distance 10 m.


· Wireless keyboard:

- Dimensions:
Height: 131.55 mm;
Width: 433.85 mm;
Depth: 26.10 m, including keycaps;
Weight: 828 g.

- Connect via Bluetooth or wireless adapter.

- Easy-swtich:
Connect up to 3 devices and switch between them.

- USB-C rechargeable:
Up to 15 days or up to 10 months with backlightings off;
Hand proximity sensor activated backlighting;
Auto-adjust ambient light sensor;
10m wireless range;
On/Off power switch;
Caps Lock and Battery indication;
Palm Rest.


· Desk mat:

- Dimensions:
Height: 300 mm;
Width: 700 mm;
Thickness: 2mm;
Weight: 286 g.

- Materials:
100% RECYCLED POLYESTER;
Surface & Inner Layer;
ANTI-SLIP BASE;
72% Natural rubber;
ANTI-FRAYING STITCHES;
Nylon + Polyester.
The sketch of the System from the location of the Observation Point at the radio tower on hill Volujica (Bar, Montenegro) to the Monitoring Room located in the building of the Protection and Rescue Service of the Municipality of Bar, can be seen below (see Picture 1.1).
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Picture 1.1
All of the listed items are to have at least a one-year warranty; the devices are not to interfere with the signal of antennas and other radio-station equipment.
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